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Development of a Network packet sniffer
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Information:

If you like this project idea, make sure you are subscribed to Source Codes World Newsletter – http://www.sourcecodesworld.com/newsletter/ , because every week we send out one project idea like this!

Subscribe Now - http://www.sourcecodesworld.com/newsletter/
Source Codes World.com is a Vyom Initiative (http://www.vyomworld.com). 

Other Useful Resources:

· Freshers Jobs – http://www.jobsassist.com
· Free eBooks – http://www.bestebooksworld.com / http://www.vyomebooks.com
· Meaningful Discussions on Jobs & Career – http://www.discussionsworld.com
· World’s largest collection of Interview Questions – http://www.fundoosite.com/interview-questions/ 

· Free Classifieds – http://www.indianfreeads.com
· American Business Information – http://www.businessinfoworld.com
· Recipes Information – http://www.tasty-food.com
· Fun & Entertainment Site – http://www.topmasala.com
Over 30,000 titles available for Free Download- http://www.vyomlinks.com
Students Kit

Given below are the templates (with example entries) for the documents related to the project. These are just guidelines only. These can be improved by the team.

Requirements Specification (RS)

Following is a template for the RS document. Some example requirements are entered in to it to show how to use the template. Make sure that you enter even the smallest/most trivial requirements also. That would help in validating the system during testing.

	No.
	Requirement
	Essentialor Desirable
	Description of the Requirement
	Remarks

	RS1
	The GUI  should be able to show network traffic in graphical form
	Essential
	A load vs. time plotting graph is required.
	

	RS2
	The GUI should be able to map the files to the destination IP 
	Essential 
	Each of the files will have a list attached which specifies the destination IP address
	

	RS3
	The GUI should have an option for saving all the files and files going to a particular destination
	Essential
	User can set an option for saving the files in a specified directory
	

	RS4
	
	
	
	


High Level/Detailed Design (HLD/DD)

Overview of the system


[image: image1]
Detailed Design

1. TCP Packet Capture Module:

This module will integrate with library lib libpcap and provide a method to investigate the packet.

2. Packet Parser Module:

This module will parse the packet header and identify the details.

3. User Interface  Module:

This module will have the user interface and method to trigger actions based on user request. It will use the other two modules to accomplish the triggered action.  

Test-Plan (Unit test-plan and Integrated test-plan)

The test-plan is basically a list of testcases that need to be run on the system. It is better to test each component as and when it is ready before integrating the components.

	No.
	Testcase Title
	Description
	Expected Outcome
	The requirement in RS that is being tested
	Result

	1
	Test the functionality of a file downloaded from internet
	User saves the file and views it later
	File is saved
	RS3
	Passed

	2
	Test that GUI is able to show network traffic
	User sees the traffic in graphical form.
	Successful representation of traffic.
	RS1
	Passed

	3
	Test the mapping of files to the destination IP address
	User views the destination IP address attached to each file. 
	Correct IP address is mapped to the file
	RS2
	Passed

	4
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Sniffer is running on this PC
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